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Message

CONFIDENTIAL

Please see the attached notice submitted on behalf of LifeWatch Corporation.

Gonfldentiality Note: This message is confidential and intended only for the use of the addrezzea(s) named above. It may contain
legally privleged material. Dissemination, distribution or eopying of this message, other than by such addressee(s), is strictly
prohiblteq. It you have received thls message in arror, please immediately natify us by telephone and raturn the original to ug at the
address above. Wa wili reimburse you for the cost of the telephona call and postage. Thank you.
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March 19, 2009

By FAX (603) 223-6202

Office of the Attomey General

Attn: Mary Thayer

Consumer Protection and Antitrust Bureau
33 Capitol Street

Concord, NH 03301

Re:  Legal Notice of Information Security Breach
Dear Ms. Thayer:

1 write on behalf of LifeWatch Corp. (“LifeWatch™) to inform you of an information security breach
potentially involving approximately three residents of your state. On Friday, February 20, 2009, LifeWatch
learned that some LifeWatch user files inadvertently were available on a publicly accessible company website.
As a result, personal information in the user files, including name, birth date, health diagnoses and some
related monitoring reports and in some cases Social Security numbers, potentially were exposed for
approximately three weeks,

Upon learning of the issue, LifeWatch acted immediately to ensure the information was no longer accessible
and began investigating to determine the exact nature of the breach for the individuals potentially affected.
Based on our investigation, we do not believe any New Hampshire resident’s personal informarion actually
was accessed while the information was available on the LifeWatch website, although we cannot rule out the
possibility of access. LifeWatch has no reason to believe that any personal information has been or will be
misused.

Nonetheless, out of an abundance of caution, LifeWatch is notifying all potentially affected individuals of the
possible information security breach via written letter to each through first class mail. Mailings will begin this
afternoon. For your convenience, a copy of the form of notice is attached,

If you have any questions or need further information regarding this incident, please let me know.

Sincerely yours,

Brendon M. Tavelli

Enclosure
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A Card Griard Compeany
102355 W, Higgins Road, Ste. 100, Rasemont, {L 60018

March 18, 2009

Dear

We are writing to inform you of a recent incident involving the potential exposure of personal information
conceming some users of |ifeWatch Corp. (“LifeWatch”) services. On February 20, 2009, we leamed that
some of your patient information may have been made available inadvertently on a publicly accessible
website, This occumed because of a unique combination of factors that led to the accidental mis-
configuration of computer equipment at LifeWatch. As a result, your personal information, including your
name, birth date, health diagnoses, and some related cardiac event monitoring reports were potentially

exposed on the Internet for approximately three weeks.

Immediately upon leaming of the incldent, we took steps to ensure all personal Information was promptly
removed. While we deeply regret the incident, it was an accident. It was not a targeted attack where
individuals intentionally were attetnpting to obtain personal information. Moreover, we conducted an
investigation into the incident and all indications are that only a small number of individuals' personal
information was actually accessed. Your personal Information was not among the population we know
was accessed. For all of these reasons, we believe the risk of identity theft is extremely low.

Nonetheless, out of an abundance of caution, we do want to make you aware of steps you can take to
guard against idenlity fraud. In addition, because we realize that the thought of potential identity theft can
be of concem, we are making available to you a free credit monitoring product, Triple Alert™, for 24 months
to help you detect possible misuse of your data. If you choose to enroll in this product, you must acfivate
your credit monitoring membership within 90 days from the date of this lefter by visiting
http:/ipartner.consumerinfo.com/LFW and using your unique single-use activation code

...« Please see the attached pages containing additional information on this product including
important enrollment and reimbursement instructions and other useful information.

LifeWatch has always been a leader in the remote cardiac monitoring indusiry and its leadership has been
based as much on its relationships with its customers and users as it has been on its technology. As such
we have taken and will continue to take actions well beyond our formal obligations to do what we can
to address any concems you may have in light of this unfortunate accldent. We encourage you to call our
dedicated tol-free number at for additional information to answer any questions you may
have. Moreover, not only have we comected the situation, we have taken steps o ensure i does not
happen again. We sincerely regret any inconvenience or concem caused by this incident.

Sincerely,

Dr. Yacov Geva
Chaiman & CEQ

Accredited by the Joint Commission
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Additional Information

Lifewatch has engaged Consumerinfo.com, Inc., an Experian® Company, to provide you with their Triple Alert™
Gredit Monitoring product, which includes daily monitoring of your credit reports from the three national credit
reporting companies (Experian, E uifax® and TransUniong) and ernail manitoring alerts of key changes fo your
credit file. As part of the Triple Alert™ Credit Monitoring product, residents of states other than New York will also
receive $26,000 in identity theft insurance™ provided by Virginia Surety Company, Inc., with no deductible as well
as access to dedicated fraud resolution representatives if needed. *Please note that, due to New York state law
restrictions, identity theft insurance coverage cannot be offered to residents of New York

« Toleam more about Triple Alert and to enroll, go to hitp:/ipartner.consumerinfo.com/LFW and follow
the instructions. You will need the activation code we provided to you. This ¢ode is unique for your
use and should not be shared.

» Should you need further assistance, including credit monitoring enroliment support for those that may
not have a computer, please call Consumerinfo.com toll-ree at 866-252-0121. The Consumerinfo.com
customer service representatives are available weekdays, from © a.m. to 8 p.m. ET, and on Saturday
and Sunday, from 11 a.m. to 8 pm. ET.

Even if you do not feal the need to register for the credit monitoring service, we recommend that you regularly
review statements from your accounts and periodically obtain your credit report from one or more of the national
credit reporting companies. You may obfain a free copy of your credit report once avery 12 months by visiting
hitp:/Away.annualcredireport. com, calling toll-free 877-322-8228, or by completing an Annual Credit Report
Request Form and mailing it to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-
5281 (you can print 2 copy of the request form at hitp://www.fic.gov/bepimenus/consumer/credit/rights. shtm).
You ¢an also purchase a copy of your credit report by contacting one of the three national credit reporting

companies:

Equifax Experian TransUnion

{800) 6851111 (888) 397-3742 (800) 916-8800
www.equifax.com WAWAY.Exparian,com www transunion.com
P.0. Box 740241 P.O. Box 5532 F.O. Box 6730

Allanta, GA 30374-0241 Allen, TX 75013 Fullerton, CA 92834-6790

When you receive your credit reports, review them carefully. Look for accounts you did not open. Look for
inquiries from creditors that you did not inlfiate. And look for personal information, such as home address and
Soclal Security number, that is not accurate. If you see anything you do not understand, call the credit reporting
agency at the telephone number on the report

We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and
promptly repart any suspicious activity or suspected identity theft to us and to proper law enforcement authorities,
including local law enforcement, your state's attomey general andfor the Federal Trade Commission ("FTC").
You may contact the FTC to obtain additional information about avoiding identity theft.

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Averue, NW
Washington, DC 20580

1-877-IDTHEFT (438-4338)
http:/imww.fic.govibepledu/microsites/idtheft/
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Fraud Alerts: Thera are also two types of fraud alerts that you can place on your credit report to put your
creditors on notice that you may be a victim of fraud: an initial alert and an extended alert. An initfal fraud alert
stays on your credit report for at least 90 days. You may ask that an inttial fraud alert be placed on your credit
report if you suspect you have been, or are about to be, a victim of identity theft. An extended fraud alert stays on
your credit report for seven years. You can have an extended alert placed on your credit report if you have been
a victim of identity theft and you provide the credit reporting company with the documentary proof it requires. You
can place a fraud alert on your credit report by caling the toll-free fraud number of any of the three credit

reporting companies provided abave.

Credit Freezes: In some U.S, states, you have the right to put a "credit freeze” (also known as a “security
freaze”) on your credit file so that no new credit can be opened in your name without the use of a PIN number
that Is Issued to you when you initiate a freeze. A credit freeze is designed to prevent potential credit grantors
from accessing your credit report without your consent. Therefore, using a credit freeze may interfere with or
delay your ability to obtain credit. In addition, you may Incur fees fo place, lift, and/or remove a credit freeze.
There may be fees for placing, lifing, and/or removing a credit freeze, which generally range from $5-20 per
action. Uniike a fraud alert, you must separalely place a credit freeze on your credit file at oach credit reporting
company. Since the Instructions for how to establish a credit freeze differ from state fo state, please confact the
threa major credit reporting companies at the numbers abave to find out mone information.
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